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PROFILING THE FRAUDSTER: PART 2

This course provides an overview of investigative psychology that will allow businesses to close this gap 
in fraud prevention. Topics covered include: the position and the department of a fraudster, collusion in 
fraud, commonalities of fraud victim organizations, the consequences of fraud on victims and offender 
profiling. 

LEARNING ASSIGNMENTS AND OBJECTIVES 

As a result of studying each assignment, you should be able to meet the objectives listed below each 
individual assignment.

SUBJECTS

Profiling the Fraudster’s Position and Department
Profiling the Fraud Methodology or Modus Operandi
Profiling the Victim Organization and Its Geography
Profiling the Consequences
Using Case Studies for Profiling Fraudsters
The Use of Offender Profiling in Forensic Investigations

Study the course materials from pages 1 to 57 
Complete the review questions at the end of each chapter
Answer the exam questions 1 to 10

Objectives:

• Identify the significance of the position and the department of a fraudster.
• Recall the impact of collusion on fraud.
• Identify common features of fraud victim organizations.
• Recall the consequences of fraud on victim organizations.
• Recognize actual case studies related to fraud.
• Recall what is offender profiling and how it is obtained.

NOTICE

This course and test have been adapted from supplemental materials and uses the materials entitled Profiling 
the Fraudster © 2015 by Simon Padgett. Displayed by permission of the publisher, John Wiley & Sons, Inc., 
Hoboken, New Jersey. All rights reserved.

© Pacific CPE, LP 2021

Program publication date 10/21/2020
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EXAM OUTLINE

• TEST FORMAT: The final exam for this course consists of 10 multiple-choice questions 
and is based specifically on the information covered in the course materials.

• ACCESS FINAL EXAM: Log in to your account and click Take Exam. A copy of the final 
exam is provided at the end of these course materials for your convenience, however you 
must submit your answers online to receive credit for the course.

• LICENSE RENEWAL INFORMATION: This course qualifies for 2 CPE hours.

• PROCESSING: You will receive the score for your final exam immediately after it is 
submitted. A score of 70% or better is required to pass. 

• CERTIFICATE OF COMPLETION: Will be available in your account to view online or 
print. If you do not pass an exam, it can be retaken free of charge.
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CHAPTER 1: PROFILING THE FRAUDSTER’S 
POSITION AND DEPARTMENT

Chapter Objective
After completing this chapter, you should be able to:

• Identify the significance of the position and the department of a fraudster.

Fraud will most likely occur in organizations where highly people-oriented processes are used to control 
and monitor the flow of funds, particularly cash. While people are the key element of any organization, it 
is essential that organizations do not overlook the fact that employees are human and that care must be 
taken not to provide them with unfair or excessive temptation. If you leave a piece of steak on the kitchen 
table and instruct a dog not to touch it, I think we all know what happens when we leave the room. While 
we may not view it as such, many of us break the law multiple times each day just in commuting in our 
cars. Speeding is illegal, but many of us commit this act frequently, giving the following justifications or 
rationalizations:

1. We are often pressed for time. This is the motive.

2. Most cars are powerful enough to break the speed limit. This is the opportunity.

3. We feel it is justified to reach our destination earlier and the perceived penalty is low. This 
is the rationalization.

If, however, our cars were electronically programmed not to exceed the speed limit, the ability to break the 
law would not exist, in much the same way that it is essential that organizations remove the opportunity 
for fraud from people-oriented processes to ensure that frauds cannot occur or at least are limited.

Participants in the ACFE’s report were asked to supply several pieces of demographic information about 
the fraud perpetrators, including level of authority, age, gender, tenure with the victim organization, 
education level, department, criminal and employment history, and behavioral red flags that were 
exhibited prior to detection of the frauds. This information was used to identify common characteristics 
among fraud perpetrators, which can be helpful in assessing relative levels of risk within various areas of 
an organization and in highlighting traits and behaviors that might be consistent with fraudulent activities. 
One of the most interesting findings in the data is how consistent the results tend to be from year to year, 
which indicates that many findings regarding the perpetrators might reflect general trends over time 
among all occupational fraudsters.

PERPETRATOR’S POSITION

Figure 12.1 shows the distribution of fraudsters based on three broad levels of authority: employee, 
manager, and owner/executive. Approximately 42 percent of fraudsters were employees, 38 percent 
were managers, and 18 percent were owner/executives.
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FIGURE 12.1 POSITION OF PERPETRATOR—FREQUENCY.

Source: ACFE, Report to the Nations.

As shown in Figure 12.2, there is a strong correlation between the fraudster’s level of authority and 
the losses resulting from the fraud. Owner/executives caused losses approximately three times higher 
than managers, and managers in turn caused losses approximately three times higher than employees. 
This result was expected given that higher levels of authority generally mean a perpetrator has greater 
access to an organization’s assets and is better positioned to override antifraud controls.

FIGURE 12.2 POSITION OF PERPETRATOR—MEDIAN LOSS.

Source: ACFE, Report to the Nations.

More than three-quarters of the frauds in the study were committed by individuals from six departments: 
accounting, operations, sales, executive/upper management, customer service, and purchasing.
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Frauds committed by managers and owner/executives generally lasted for two years before they were 
detected. This was twice as long as the median employee scheme, and it likely reflects the fact that 
perpetrators with higher levels of authority are typically in a better position to override controls or conceal 
their misconduct. It might also reflect reluctance on the part of employees and antifraud personnel to 
lodge complaints about or investigate those with higher levels of authority, effectively, their bosses. For 
this reason, an anonymous reporting channel could prove to be effective. Figure 12.3 shows the median 
months to detection for each level of position.

FIGURE 12.3 DURATION OF FRAUD BASED ON POSITION.

Position Median Months to Detect
Employee 12
Manager 24
Owner/Executive 24
Other 10

Source: ACFE, Report to the Nations.

The ACFE Report to the Nations also studied the median loss and distribution of perpetrators based 
on position of authority for each region. It is particularly striking from the study that, within the position 
categories used—employee, manager, owner/executive, and other—generally speaking, while owner/
executives may represent a lower number of cases, the owner/executive losses tended to be much larger. 
Geographically, Asia was by far the region with the highest median loss in the owner/executive category, 
with median losses of $4 million. In all but one of the regions, between 77 and 86 percent of frauds were 
committed by employees and managers, despite owner/executive losses tending to be much larger. The 
one exception was Canada, where owner/executive losses were lower than those caused by managers. 
However, it should be noted that there was a small sample of only eight owner/executive cases reported 
in Canada, which may have had an impact on the reliability of the loss figure. Interestingly, losses in the 
United States and Canada were lower than in other regions, particularly among owner/executives. This 
correlation could be the result of truly lower losses caused by U.S. and Canadian executives, or it might 
simply reflect the fact that U.S. and Canadian certified fraud examiners tended to investigate less costly 
executive malfeasance than their counterparts in other regions.

Interestingly, the longer a perpetrator has worked for an organization, the higher the fraud losses tend to 
be. Perpetrators with more than 10 years of experience at the victim organization caused a median loss 
of $229,000. By comparison, the median loss caused by perpetrators who committed fraud in their first 
year on the job was only $25,000.

An interesting point that is also visible in the KPMG “Analysis of Global Patterns of Fraud” is that the 
employees most entrusted with a company’s sensitive information and who have the ability to override 
controls are statistically more likely to become perpetrators. Once again, this leads us to senior 
management. Fifty-three percent of frauds in the survey were committed by senior management (see 
Figure 12.4).


