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BUILDING A FRAUD PROFILING METHODOLOGY

This course provides an overview of investigative psychology that will allow businesses to close this 
gap in fraud prevention. Topics covered include: characteristics of antifraud programs, data analysis 
techniques, applying fraud profiling to an organization, and the occurrence of actual convictions of fraud-
related offenses. 

LEARNING ASSIGNMENTS AND OBJECTIVES 

As a result of studying each assignment, you should be able to meet the objectives listed below each 
individual assignment.

SUBJECTS

Profiling as Part of Your Sound Antifraud Program
Information Sources and the Role of Data Mining
Fraud Profiling Your Organization
The Process of Developing a Fraud Profile
The Role of the HR Recruitment Process in Profiling

Study the course materials from pages 1 to 54
Complete the review questions at the end of each chapter
Answer the exam questions 1 to 10

Objectives:

• Recall characteristics of autifraud programs
• Identify types of data analysis techniques
• Recognize techniques for applying fraud profiling to an organization
• Recall the phases of creating a fraud profile for an organization
• Recognize the occurrence of actual convictions of fraud-related offenses.

NOTICE

This course and test have been adapted from supplemental materials and uses the materials entitled Profiling 
the Fraudster © 2015 by Simon Padgett. Displayed by permission of the publisher, John Wiley & Sons, Inc., 
Hoboken, New Jersey. All rights reserved.

© Pacific CPE, LP 2021

Program publication date10/21/2020
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EXAM OUTLINE

• TEST FORMAT: The final exam for this course consists of 10 multiple-choice questions 
and is based specifically on the information covered in the course materials.

• ACCESS FINAL EXAM: Log in to your account and click Take Exam. A copy of the final 
exam is provided at the end of these course materials for your convenience, however you 
must submit your answers online to receive credit for the course.

• LICENSE RENEWAL INFORMATION: This course qualifies for 2 CPE hours.

• PROCESSING: You will receive the score for your final exam immediately after it is 
submitted. A score of 70% or better is required to pass. 

• CERTIFICATE OF COMPLETION: Will be available in your account to view online or 
print. If you do not pass an exam, it can be retaken free of charge.
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CHAPTER 1: PROFILING AS PART 
OF YOUR SOUND ANTIFRAUD PROGRAM

Chapter Objective
After completing this chapter, you should be able to:

• Recall characteristics of autifraud programs.

In developing a fraud profiling methodology as part of a sound antifraud program, you need to develop 
an awareness of the following key fraud risk indicators:

• Characteristics of employees acting suspiciously and behavioral warning signs.

• Signs or indicators of the modus operandi or fraud methodology.

• The existence of high-risk departments and positions.

• Acknowledging and understanding which industries are highest risk and if the organization 
is in or trading with that industry.

• Indicators of consequences of fraud risk.

It is incumbent upon senior management to recognize a proactive approach, through a sound antifraud 
program, as an important part of their responsibility in attending to organizational and system vulnerability 
and managing fraud risk.

A sound antifraud program includes the following methodologies, all targeting the deviant behavior of the 
human being:

• Enhanced audit department.

• Forensic accounting capacity.

• Code of ethics or code of conduct to include declarations of conflict of interest and gifts.

• Fraud policy.

• Fraud training program.

• Segregation of duties for key activities.

• Appropriate recruitment procedures, selecting honest candidates.

• Policies for rotation of staff duties and forced vacations.
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• Knowledge of key fraud risks and controls, and their regular monitoring.

• Whistleblowing hotline and policy.

• Fraud risk assessment process.

If we are to consider the introduction of profiling to our antifraud program toolbox, let’s first take a look at 
the effectiveness of some of these fundamental controls and initiatives in order that we may identify how 
profiling can work within them.

ANTIFRAUD CONTROLS AT VICTIM ORGANIZATIONS

As part of the research in the ACFE report, the frequency and impact of common internal controls in 
place within organizations to prevent and detect fraud were examined. Each survey participant was 
asked which of 16 common antifraud controls were in place at the victim organization at the time the 
fraud was perpetrated.

As reflected in Figure 18.1, external audits of the financial statements were the most commonly utilized 
control analyzed, employed by more than 80 percent of victim organizations.

FIGURE 18.1 FREQUENCY OF ANTIFRAUD CONTROLS.

Source: ACFE, Report to the Nations.
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Additionally, more than two-thirds of the victims had independent audits of their internal controls over 
financial reporting. Many organizations are required by regulators or lenders to undergo one or both of 
these forms of audits, which likely contributes to the high occurrence of these controls.

Other common controls include a formal code of conduct (78 percent of victim organizations), 
management certification of the financial statements (69 percent of victim organizations), and a dedicated 
internal audit or fraud examination department (68 percent of victim organizations).

Although tips are consistently the most common fraud detection method, nearly half of the victim 
organizations analyzed did not have a hotline mechanism in place at the time of the fraud. The ACFE 
data also indicates that organizations with hotlines had a larger percentage of frauds reported than did 
organizations without hotlines. Interestingly, less than 10 percent of the victim organizations in the study 
offered rewards to whistleblowers who provided tips. These low rates indicate that many organizations 
might not yet realize the importance of proactive efforts to support and encourage tips in order to 
effectively detect fraud.

ANTIFRAUD CONTROLS IN SMALL BUSINESSES

Due to their limited resources, small businesses can be especially devastated by a loss of funds to fraud. 
Unfortunately, however, resource restrictions in many small organizations often mean less investment 
in antifraud controls, which makes those organizations more susceptible to fraud. To help illustrate 
this problem, the ACFE broke down the frequency of antifraud controls between small companies into 
those with fewer than 100 employees and their larger counterparts. As shown in Figure 18.2, there is 
a dramatic disparity in the implementation of controls between these two groups. Admittedly, several of 
the controls analyzed, such as a dedicated internal audit or fraud examination department, do require 
a significant amount of resources that would probably not provide an appropriate cost/benefit balance 
for small companies. However, other antifraud measures such as a code of conduct, antifraud training 
programs, and formal management review of controls and processes can be implemented at a marginal 
cost in many small organizations and can greatly increase the ability to prevent and detect fraud.


