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INTERNAL CONTROLS: BACKGROUND AND ORDER 
TO CASH PROCESS

 In this course you will learn to identify corporate controls to mitigate risk, recognize that internal control 
systems have limitations, and identify the sub-processes of the O2C process.

LEARNING ASSIGNMENTS AND OBJECTIVES 

As a result of studying each assignment, you should be able to meet the objectives listed below each 
individual assignment.

SUBJECTS

Background on Internal Controls
The Order to Cash (O2C) Process

Study the course materials from pages 1 to 85
Complete the review questions at the end of each chapter
Answer the exam questions 1 to 10

Objectives:

• Recognize that internal control systems have limitations.
• Identify the sub-processes of the O2C process
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NOTICE

This course and test have been adapted from supplemental materials and uses the materials entitled 
Internal Controls Toolkit © 2019 by Christine H. Doxey. Displayed by permission of the publisher, John 
Wiley & Sons, Inc., Hoboken, New Jersey. All rights reserved. 

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best 
efforts in preparing this book, they make no representations or warranties with respect to the 
DFFXUDF\�RU�FRPSOHWHQHVV�RI�WKH�FRQWHQWV�RI�WKLV�ERRN�DQG�VSHFL¿FDOO\�GLVFODLP�DQ\�LPSOLHG�
ZDUUDQWLHV�RU�PHUFKDQWDELOLW\�RU�¿WQHVV�IRU�D�SDUWLFXODU�SXUSRVH��1R�ZDUUDQW\�PD\�EH�FUHDWHG�
or extended by sales representatives or written sales materials. The advice and strategies 
contained herein may not be suitable for your situation. You should consult with a professional 
ZKHUH�DSSURSULDWH��1HLWKHU�WKH�SXEOLVKHU�QRU�DXWKRU�VKDOO�EH�OLDEOH�IRU�DQ\�ORVV�RI�SUR¿W�RU�DQ\�
other commercial damages, including but not limited to special, incidental, consequential, or 
other damages.

The End User shall be permitted to use the Licensed Content for internal purposes only and 
not for resale or distribution. The Licensed Content is provided on an “as is” basis and with-
out any warranties of any kind, express or implied. CCH INCORPORATED AND ITS LICEN-
SORS AND AFFILIATES DISCLAIM ALL WARRANTIES WITH RESPECT TO THE LICENSED 
CONTENT, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, 
TITLE, QUIET ENJOYMENT AND INFORMATION COMPLETENESS, CURRENCY OR AC-
CURACY.

End User assumes all responsibilities and obligations with respect to the selection of the Li-
censed Content to achieve End User’s intended results. End User assumes all responsibilities 
and obligations with respect to any decision or advice made or given as a result of the use or 
DSSOLFDWLRQ�RI�WKH�/LFHQVHG�&RQWHQW��&&+�DQG�LWV�OLFHQVRUV�DQG�DI¿OLDWHV�DUH�QRW�HQJDJHG�LQ�WKH�
rendering of legal, accounting, tax or other professional advice or services. If legal, accounting, 
tax or other expert assistance is required, the services of a competent professional should be 
sought.

This course is sold with the understanding that the publisher is not engaged in rendering legal, 
accounting, or other professional advice and assumes no liability whatsoever in connection 
with its use. Since laws are constantly changing, and are subject to differing interpretations, we 
urge you to do additional research and consult appropriate experts before relying on the infor-
mation contained in this course to render professional advice.

��3DFL¿F�&3(��/3�����

Program publication date 12/13/2019 
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EXAM OUTLINE

• TEST FORMAT: 7KH�¿QDO�H[DP�IRU�WKLV�FRXUVH�FRQVLVWV�RI����PXOWLSOH�FKRLFH�TXHVWLRQV�
DQG�LV�EDVHG�VSHFL¿FDOO\�RQ�WKH�LQIRUPDWLRQ�FRYHUHG�LQ�WKH�FRXUVH�PDWHULDOV�

• $&&(66�),1$/�(;$0��/RJ�LQ�WR�\RXU�DFFRXQW�DQG�FOLFN�7DNH�([DP��$�FRS\�RI�WKH�¿QDO�
exam is provided at the end of these course materials for your convenience, however you 
must submit your answers online to receive credit for the course.

• /,&(16(�5(1(:$/�,1)250$7,21��7KLV�FRXUVH�TXDOL¿HV�IRU�2 CPE hours.

• PROCESSING: <RX� ZLOO� UHFHLYH� WKH� VFRUH� IRU� \RXU� ¿QDO� H[DP� LPPHGLDWHO\� DIWHU� LW� LV�
submitted. A score of 70% or better is required to pass. 

• &(57,),&$7(�2)�&203/(7,21��Will be available in your account to view online or 
print. If you do not pass an exam, it can be retaken free of charge.
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INTRODUCTION TO 
THE INTERNAL CONTROLS TOOLKIT

Chapter Objective

After completing this chapter, you should be able to:
• Identify corporate controls to mitigate risk.

INTRODUCTION

Companies of all sizes are subject to a variety of risks. Among them are legal, regulatory, strategic, 
RSHUDWLRQDO��¿QDQFLDO��DQG�UHSXWDWLRQDO��(DFK�IXQFWLRQDO�RUJDQL]DWLRQ�LV�VXEMHFW�WR�RQH�RU�PRUH�RI�WKHVH�
types of risk, each of which may impact the company’s bottom line. Companies use a number of policies 
and tools, such as insurance, establishment of reserve funds, and investment policies, and standards of 
control to manage risk.

The concept of internal control is one of the trademarks of effective governance and good business 
operations. Without a strong system of internal control, organizations cannot ensure that the interests 
of company stakeholders are being protected. Strong internal controls support organizational goals and 
REMHFWLYHV��ZKLOH�KHOSLQJ�VDIHJXDUG�DJDLQVW�WKH�ULVNV�RI�¿QDQFLDO�ORVV��RSHUDWLRQDO�ZDVWH��HQYLURQPHQWDO�
irresponsibility, corporate fraud, and even reputational damage that can be irreparable. Internal control 
RYHU�¿QDQFLDO�UHSRUWLQJ�FRQWLQXHV�WR�EH�D�PDMRU�DUHD�RI�LPSRUWDQFH�LQ�WKH�JRYHUQDQFH�RI�DQ�RUJDQL]DWLRQ�

This toolkit provides a series of standards of internal control and the risks they mitigate for all enterprise-
ZLGH�RSHUDWLRQV��7KH� IUDXG�ULVNV� IRU� WRGD\¶V�FRUSRUDWH�HQYLURQPHQW�DUH�VLJQL¿FDQW�DV� LQGLFDWHG�E\� WKH�
statistics provided in the following sections. The standards will set the foundation for good control and 
will help to mitigate the risk of fraud. According to the 2018 Report to the Nations prepared by the 
$VVRFLDWLRQ�RI�&HUWL¿HG�)UDXG�([DPLQHUV��ACFE), Anti-fraud controls work. The ACFE analyzed 18 anti-
fraud controls were analyzed and every one correlated to lower fraud losses and faster fraud detection.

Internal Controls and Fraud Prevention

PwC’s 2018 Global Economic Crime and Fraud survey states that:

• 49% of organizations globally said they’ve been a victim of fraud and economic crime—
up from 36%.

• 64% of respondents said losses due directly to their most disruptive fraud could reach 
US$1 million.

• 52% of all frauds are perpetrated by people inside the organization.

• 31% of respondents who suffered fraud indicated they experienced cybercrime.
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Internal Controls and Fraud Prevention: Additional Statistics

Payment and Business Process Fraud Statistics

Organization Report Key Findings Source of 
Information

Association of 
&HUWL¿HG�)UDXG�
Examiners 
(ACFE)

2018 
Report 
to the 
Nations

Occupational fraud is extremely costly. 
Twenty-two percent of occupational 
frauds caused at least $1 million in 
losses.

)UDXG�VFKHPHV�FDQ�EH�YHU\�GLI¿FXOW�
to detect. The typical occupational 
fraud lasted 16 months before it was 
discovered.

Tips are the most effective way to 
detect fraud. Forty percent of cases 
were detected by a tip—far more than 
by any other method.

Anti-fraud controls work. Eighteen 
anti-fraud controls were analyzed, and 
every one correlated to lower fraud 
losses and faster fraud detection.

High-level perpetrators do the most 
damage. The median loss in frauds 
committed by owners/executives 
was $850,000. Among non-owners/
executives the median loss was 
$100,000.

Criminal fraud referrals are declining. 
Over the past 10 years, the 
percentage of occupational frauds 
referred to law enforcement has 
declined by 16 percent.

https://www. 
acfe.com/article. 
aspx?id=4295001895



 3  •  Introduction to the Internal Controls Toolkit

Payment and Business Process Fraud Statistics

Organization Report Key Findings Source of 
Information

Association 
of Finance 
Professionals 
(AFP)

2018 AFP 
Payments 
Fraud 
and 
Control 
Survey 
Report

Seventy-seven percent of 
organizations experienced business 
email compromise (BEC).

Fifty-four percent of BEC scams 
targeted wires, followed by checks at 
34%.

Seventy-seven percent of 
organizations implemented controls to 
prevent BEC scams.

Seventy-four percent of organizations 
experienced check fraud, a slight 
decrease from 2016.

Twenty-eight percent were subject 
to ACH debit fraud and 13% were 
subject to ACH credit fraud.

Sixty-seven percent of payments fraud 
was discovered by the organization’s 
treasury staff.

https://commercial.
jpmorganchase.
com/pages/
commercial-banking/
services/2018-AFP-
Survey


