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INTERNAL CONTROLS: COMPUTER, 
TELECOMMUNICATIONS, AND SYSTEMS CONTROLS

In this course you will learn to recognize the importance of internal controls with IT policies and procedures.

LEARNING ASSIGNMENTS AND OBJECTIVES 

As a result of studying each assignment, you should be able to meet the objectives listed below each 
individual assignment.

SUBJECTS

Chapter 1: Computer, Telecommunications, and Systems Controls

Study the course materials from pages 1 to 49
Complete the review questions at the end of each chapter
Answer the exam questions 1 to 10

Objectives:

• Recognize the importance of internal controls with IT policies and procedures
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NOTICE
This course and test have been adapted from supplemental materials and uses the materials entitled Internal 
Controls Toolkit © 2019 by Christine H. Doxey. Displayed by permission of the publisher, John Wiley & Sons, Inc., 
Hoboken, New Jersey. All rights reserved.

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best 
efforts in preparing this book, they make no representations or warranties with respect to the 
DFFXUDF\�RU�FRPSOHWHQHVV�RI�WKH�FRQWHQWV�RI�WKLV�ERRN�DQG�VSHFL¿FDOO\�GLVFODLP�DQ\�LPSOLHG�
ZDUUDQWLHV�RU�PHUFKDQWDELOLW\�RU�¿WQHVV�IRU�D�SDUWLFXODU�SXUSRVH��1R�ZDUUDQW\�PD\�EH�FUHDWHG�
or extended by sales representatives or written sales materials. The advice and strategies 
contained herein may not be suitable for your situation. You should consult with a professional 
ZKHUH�DSSURSULDWH��1HLWKHU�WKH�SXEOLVKHU�QRU�DXWKRU�VKDOO�EH�OLDEOH�IRU�DQ\�ORVV�RI�SUR¿W�RU�DQ\�
other commercial damages, including but not limited to special, incidental, consequential, or 
other damages.

The End User shall be permitted to use the Licensed Content for internal purposes only and 
not for resale or distribution. The Licensed Content is provided on an “as is” basis and with-
out any warranties of any kind, express or implied. CCH INCORPORATED AND ITS LICEN-
SORS AND AFFILIATES DISCLAIM ALL WARRANTIES WITH RESPECT TO THE LICENSED 
CONTENT, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, 
TITLE, QUIET ENJOYMENT AND INFORMATION COMPLETENESS, CURRENCY OR AC-
CURACY.

End User assumes all responsibilities and obligations with respect to the selection of the Li-
censed Content to achieve End User’s intended results. End User assumes all responsibilities 
and obligations with respect to any decision or advice made or given as a result of the use or 
DSSOLFDWLRQ�RI�WKH�/LFHQVHG�&RQWHQW��&&+�DQG�LWV�OLFHQVRUV�DQG�DI¿OLDWHV�DUH�QRW�HQJDJHG�LQ�WKH�
rendering of legal, accounting, tax or other professional advice or services. If legal, accounting, 
tax or other expert assistance is required, the services of a competent professional should be 
sought.

This course is sold with the understanding that the publisher is not engaged in rendering legal, 
accounting, or other professional advice and assumes no liability whatsoever in connection 
with its use. Since laws are constantly changing, and are subject to differing interpretations, we 
urge you to do additional research and consult appropriate experts before relying on the infor-
mation contained in this course to render professional advice.
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EXAM OUTLINE

• TEST FORMAT: 7KH�¿QDO�H[DP�IRU�WKLV�FRXUVH�FRQVLVWV�RI����PXOWLSOH�FKRLFH�TXHVWLRQV�
DQG�LV�EDVHG�VSHFL¿FDOO\�RQ�WKH�LQIRUPDWLRQ�FRYHUHG�LQ�WKH�FRXUVH�PDWHULDOV�

• $&&(66�),1$/�(;$0��/RJ�LQ�WR�\RXU�DFFRXQW�DQG�FOLFN�7DNH�([DP��$�FRS\�RI�WKH�¿QDO�
exam is provided at the end of these course materials for your convenience, however you 
must submit your answers online to receive credit for the course.

• /,&(16(�5(1(:$/�,1)250$7,21��7KLV�FRXUVH�TXDOL¿HV�IRU�� CPE hours.

• PROCESSING: <RX� ZLOO� UHFHLYH� WKH� VFRUH� IRU� \RXU� ¿QDO� H[DP� LPPHGLDWHO\� DIWHU� LW� LV�
submitted. A score of 70% or better is required to pass. 

• &(57,),&$7(�2)�&203/(7,21��Will be available in your account to view online or 
print. If you do not pass an exam, it can be retaken free of charge.
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CHAPTER 1: COMPUTER, TELECOMMUNICATIONS, 
AND SYSTEMS CONTROLS

Chapter Objective

After completing this chapter, you should be able to:
• Recognize the importance of internal controls with IT policies and procedures.

INTRODUCTION

Computer and telecommunications controls are an integral part of the company’s internal control 
structure. The responsibility for implementing and enforcing these controls resides with application 
and system owners, users, and service providers. These standards apply universally to all company 
computing and telecommunications environments worldwide, which include personal computers, 
workstations, computer centers, and local area and wide area networks.

The internal controls described here should be discussed early in the IT planning process and culminate 
in the implementation of solid IT policies and procedures that allow the organization to have a secure IT 
environment.

(VWDEOLVKLQJ� LQWHUQDO� FRQWUROV� WKDW� DUH�SDUW� RI� ,7�SROLFLHV�DQG�SURFHGXUHV�EHQH¿WV�RUJDQL]DWLRQV�RI� DOO�
sizes in various ways. First, internal controls help create a controlled IT environment that is compliant 
with company policies and regulatory requirements. Second, internal controls that are established 
as part of the planning process help IT departments meet the organization’s technology needs more 
effectively and in a timely manner. Finally, IT policies and procedures help executive managers know 
the role IT plays within the organization and how internal controls will be implemented to meet corporate 
strategic goals. Once established, internal auditors can use these policies and procedures as guidelines 
to examine the effectiveness of IT operations and assess whether their activities are compliant with 
internal regulations during audit reviews.

It is the company’s policy that all employees have access to the information resources necessary to 
SHUIRUP� WKHLU� MRE�� ,W� KDV� DOVR� EHHQ� D� FRUSRUDWH� SROLF\� WKDW� WKHVH� UHVRXUFHV� EH� VXI¿FLHQWO\� FRQWUROOHG�
to provide high integrity, ensure availability, and minimize risk of disclosure, misuse, or loss by either 
accidental or intentional actions.

352&(66�29(59,(:

The diagram below suggests that the foundational elements of the processes that support computer, 
telecommunications, and systems controls are Internal Controls and Compliance, Controls, and Code of 
Conduct and “Tone at the Top.”
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METRICS

Table of Metrics

Systems Metrics

• Number of Systems with Known Vulnerabilities—Systems that are vulnerable to threats and 
attacks.

• 1XPEHU� RI� 66/� &HUWL¿FDWHV� &RQ¿JXUHG� ,QFRUUHFWO\²66/� &HUWL¿FDWHV� SURYLGH� VHFXUH��
HQFU\SWHG� FRPPXQLFDWLRQV� EHWZHHQ� D� ZHEVLWH� DQG� DQ� ,QWHUQHW� EURZVHU�� 66/� &HUWL¿FDWHV� DUH�
typically installed on pages that require end-users to submit sensitive information over the Internet 
like credit card details or passwords.

• Volume of Data Transferred Using the Corporate Network—Usage of the corporate network.
• 1XPEHU�RI�8VHUV�ZLWK�³6XSHU�8VHU´�$FFHVV�/HYHO—Number of users with possible excessive 

access which could put the company at risk.
• Number of Days to Deactivate Former Employee Credentials—The time to deactivate a 

former employee’s system access.
• Number of Communication Ports Open During a Period of Time—The number of 

communication ports open should correlate to the number of users.
• Frequency of Review of Third-Party Accesses—Determines how many third parties (non-

employees) are accessing company systems.
• Frequency of Access to Critical Enterprise Systems by Third Parties—Determines how 

many third parties (non-employees) are accessing company enterprise or ERP systems.
• Percentage of Business Partners with Effective Cybersecurity Policies—Determines 

cybersecurity policy compliance.
• Number of Cloud Applications Used—Determines how many cloud applications are used by a 

company.
• Number of SSAE Reviews Conducted/Obtained—Highlights the number of SSAE 18 reviews 

conducted or results obtained for third-party services provided.
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Table of Metrics

Process Metrics

• Online Application Availability—The percentage of time the application is functioning properly.
• %DWFK�6/$V�$FKLHYHG²7KH�SHUFHQWDJH�RI�NH\�EDWFK�MREV�WKDW�¿QLVK�RQ�WLPH�
• Production Incidents—The number of production problems by severity.

Delivery Metrics

• Project Satisfaction—The average score from post-project surveys completed by business 
partners.

• Project Delivery—The percentage of projects delivered on time.
• Project Cost—The percentage of projects delivered within the cost estimate.
• Defect Containment—The percentage of defects contained within test environments.
• Value and Number of Compliance Issues²,VVXHV�UHSRUWHG�E\�¿VFDO�SHULRG�DQG�WKH�¿QDQFLDO�

impact to the company.

Organizational Metrics

• Attrition—The percentage of employees who move to other jobs.
• Performance Reviews—The percentage of employees with current written reviews.

Financial

• IT Budget Variance—Actual costs compared to budgeted costs.
• IT Resource Cost—The average cost of a technology resource.

Business Continuity Metrics

• Percentage of Downtime—Percent of system and application not available.
• Number of Days to Recovery—The number of days to recover the application and ensure it is 

available to users.
• Frequency of Business Continuity Plan Tests Performed—How often business continuity 
SODQV�DUH�WHVWHG�GXULQJ�D�GH¿QHG�¿VFDO�SHULRG�

• 6HUYLFH�/HYHO�$JUHHPHQW��6/$��3HUIRUPDQFH—How well a third party is performing and meeting 
SLA objections after recovery.

• 2SHUDWLRQDO�/HYHO�$JUHHPHQW��2/$��3HUIRUPDQFH—Determine how well an internal department 
is performing after recovery.

• 'DWH�RI�/DVW�3ODQ�8SGDWH—The date of the last update to a business continuity plan.
• Number of Cloud Computing Plans Reviewed/Obtained—The number of cloud computing 
SODQV�UHYLHZHG�SHU�D�GH¿QHG�¿VFDO�SHULRG�

$33/,&$7,21�2)�,17(51$/�&21752/6

Maintaining effective internal controls within key business process designs, business processes, 
SURFHGXUHV��DQG�¿QDQFLDO�UHSRUWLQJ�LV�D�UHVSRQVLELOLW\�VKDUHG�E\�DOO�HPSOR\HHV��7KLV�VHFWLRQ�VHWV�IRUWK�
VSHFL¿F� H[SHFWDWLRQV� IRU� FRPSDQ\�PDQDJHUV� DQG� HPSOR\HHV�� 7KHVH� VWDQGDUGV� DUH� LQWHQGHG� WR� KHOS�
ensure that a strong internal control environment exists throughout the company. They describe activities 


