
 A  •  Cover 2CEKƂE%2'�EQO

Internal Controls: Insurance, 
EH&S, Customer and 

Professional Services, and Entity-
Level Controls

%QWTUG������#
#WFKV�

��%TGFKV�*QWTU

5WRRQTV"2CEKƂE%2'�EQO����^����
�������������

acificCPE



 i  •  Course Information

INTERNAL CONTROLS: INSURANCE, EH&S, 
CUSTOMER AND PROFESSIONAL SERVICES, AND 

ENTITY-LEVEL CONTROLS

In this course you will learn to identify key assets, identify which types of insurance are necessary, 
identify the role of internal controls on EH&S regulations, recognize the importance of customer input, 
recognize the role of PS metrics, and recognize the role of entity-level controls.

LEARNING ASSIGNMENTS AND OBJECTIVES 

As a result of studying each assignment, you should be able to meet the objectives listed below each 
individual assignment.

SUBJECTS

Chapter 1: Protection of Assets: Human, Physical, and Intellectual (chapter titles)
Chapter 2: The Insurance Process
Chapter 3: Environmental, Health, and Safety (EH&S)
Chapter 4: Customer Services
Chapter 5: Professional Services (PS)
Chapter 6: Entity-Level Controls

Study the course materials from pages 1 to 88
Complete the review questions at the end of each chapter
Answer the exam questions 1 to 10

Objectives:

• Identify key assets.
• Identify which types of insurance are necessary
• Identify the role of internal controls on EH&S regulations
• Recognize the importance of customer input.
• Recognize the role of PS metrics.
• Recognize the role of entity-level controls
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NOTICE
This course and test have been adapted from supplemental materials and uses the materials entitled 
Internal Controls Toolkit © 2019 by Christine H. Doxey. Displayed by permission of the publisher, John 
Wiley & Sons, Inc., Hoboken, New Jersey. All rights reserved.

Limit of Liability/Disclaimer of Warranty: While the publisher and author have used their best 
efforts in preparing this book, they make no representations or warranties with respect to the 
DFFXUDF\�RU�FRPSOHWHQHVV�RI�WKH�FRQWHQWV�RI�WKLV�ERRN�DQG�VSHFL¿FDOO\�GLVFODLP�DQ\�LPSOLHG�
ZDUUDQWLHV�RU�PHUFKDQWDELOLW\�RU�¿WQHVV�IRU�D�SDUWLFXODU�SXUSRVH��1R�ZDUUDQW\�PD\�EH�FUHDWHG�
or extended by sales representatives or written sales materials. The advice and strategies 
contained herein may not be suitable for your situation. You should consult with a professional 
ZKHUH�DSSURSULDWH��1HLWKHU�WKH�SXEOLVKHU�QRU�DXWKRU�VKDOO�EH�OLDEOH�IRU�DQ\�ORVV�RI�SUR¿W�RU�DQ\�
other commercial damages, including but not limited to special, incidental, consequential, or 
other damages.

The End User shall be permitted to use the Licensed Content for internal purposes only and 
not for resale or distribution. The Licensed Content is provided on an “as is” basis and with-
out any warranties of any kind, express or implied. CCH INCORPORATED AND ITS LICEN-
SORS AND AFFILIATES DISCLAIM ALL WARRANTIES WITH RESPECT TO THE LICENSED 
CONTENT, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO, WARRANTIES 
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT, 
TITLE, QUIET ENJOYMENT AND INFORMATION COMPLETENESS, CURRENCY OR AC-
CURACY.

End User assumes all responsibilities and obligations with respect to the selection of the Li-
censed Content to achieve End User’s intended results. End User assumes all responsibilities 
and obligations with respect to any decision or advice made or given as a result of the use or 
DSSOLFDWLRQ�RI�WKH�/LFHQVHG�&RQWHQW��&&+�DQG�LWV�OLFHQVRUV�DQG�DI¿OLDWHV�DUH�QRW�HQJDJHG�LQ�WKH�
rendering of legal, accounting, tax or other professional advice or services. If legal, accounting, 
tax or other expert assistance is required, the services of a competent professional should be 
sought.

This course is sold with the understanding that the publisher is not engaged in rendering legal, 
accounting, or other professional advice and assumes no liability whatsoever in connection 
with its use. Since laws are constantly changing, and are subject to differing interpretations, we 
urge you to do additional research and consult appropriate experts before relying on the infor-
mation contained in this course to render professional advice.
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EXAM OUTLINE

• TEST FORMAT: 7KH�¿QDO�H[DP�IRU�WKLV�FRXUVH�FRQVLVWV�RI����PXOWLSOH�FKRLFH�TXHVWLRQV�
DQG�LV�EDVHG�VSHFL¿FDOO\�RQ�WKH�LQIRUPDWLRQ�FRYHUHG�LQ�WKH�FRXUVH�PDWHULDOV�

• ACCESS FINAL EXAM: /RJ�LQ�WR�\RXU�DFFRXQW�DQG�FOLFN�7DNH�([DP��$�FRS\�RI�WKH�¿QDO�
exam is provided at the end of these course materials for your convenience, however you 
must submit your answers online to receive credit for the course.

• LICENSE RENEWAL INFORMATION: 7KLV�FRXUVH�TXDOL¿HV�IRU�2 CPE hours.

• PROCESSING: <RX� ZLOO� UHFHLYH� WKH� VFRUH� IRU� \RXU� ¿QDO� H[DP� LPPHGLDWHO\� DIWHU� LW� LV�
submitted. A score of 70% or better is required to pass. 

• CERTIFICATE OF COMPLETION: Will be available in your account to view online or 
print. If you do not pass an exam, it can be retaken free of charge.
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CHAPTER 1: PROTECTION OF ASSETS: HUMAN, 
PHYSICAL, AND INTELLECTUAL

Chapter Objective

After completing this chapter, you should be able to:
• Identify key assets.

INTRODUCTION

7KLV�VHFWLRQ�LQFOXGHV�WKH�IXQFWLRQV�QHFHVVDU\�IRU�DOO�PHPEHUV�RI�PDQDJHPHQW�WR�HIIHFWLYHO\�IXO¿OO�WKHLU�
UHVSRQVLELOLW\�WR�VHFXUH�WKH�FRPSDQ\¶V�DVVHWV�DQG�HPSOR\HHV��PD[LPL]H�SUR¿WDELOLW\��DQG�HQKDQFH�WKH�
PDLQWHQDQFH�RI�EXVLQHVV�FRQWLQXLW\��$OO�SROLFLHV��SURFHGXUHV��DQG�SUDFWLFHV�LPSOHPHQWHG�WR�IXO¿OO�WKHVH�
VWDQGDUGV�PXVW�EH�EDVHG�RQ�FRPSOLDQFH�ZLWK�ORFDO�ODZV�DQG�SUDFWLFHV�WKDW�PD\�EH�VSHFL¿F�WR�D�SDUWLFXODU�
site or business process. (e.g. Payroll, Treasury, Accounts Payable, etc.)

PROCESS OVERVIEW

The diagram below suggests that the foundational elements that support the protection of human, 
physical, and intellectual assets are Internal Controls and Compliance, Security Framework, and Code 
of Conduct and “Tone at the Top.”
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METRICS

Table of Metrics

Security Metrics

• Number of Corporate Facilities
• Number of Security Policies, Standards, Procedures, and Metrics with Committed Owners
• Percentage Compliance with Security Policies, Standards, Procedures, and Metrics
• Company Employee Security Awareness Level
• Number and Severity of Findings in Audit Reports and Self-Assessments
• 1XPEHU�RI�,QWHUQDO�&RQWUROV�,GHQWL¿HG
• Percentage of Internal Controls Tested
• Number of Security Incidents Reported per Fiscal Period
• Time Lag Between Incident and Detection
• Number of Nuisance Alarms
• Security Cost as a Percentage of Total Company Revenue
• 1XPEHU�RI�6DIHW\�+D]DUGV�3URDFWLYHO\�,GHQWL¿HG�DQG�(OLPLQDWHG�DQQXDOO\
• 1XPEHU�RI�)DLOHG�5HVSRQVHV�WR�,VVXHV�,GHQWL¿HG�E\�6HFXULW\

Intellectual Property

• Number of Background Checks Conducted for New Hires
• Time Spent per Employee in the Innovation Process
• Cost to Support Innovation Initiatives
• Number of New Products, Services, or Inventions Generated Annually
• Revenue Generated from Sales of Products Using Patented Assets
• Revenue Opportunities Generated from Licensing New Products
• Revenue Loss from Violations of Non-Disclosure Agreements

APPLICATION OF INTERNAL CONTROL

$OO� SROLFLHV�� SURFHGXUHV�� DQG� SUDFWLFHV� LPSOHPHQWHG� WR� IXO¿OO� WKHVH� VWDQGDUGV� PXVW� EH� EDVHG� RQ�
FRPSOLDQFH�ZLWK�ORFDO�ODZV�DQG�UHJXODWRU\�UHTXLUHPHQWV�DQG�SUDFWLFHV�WKDW�PD\�EH�VSHFL¿F�WR�D�SDUWLFXODU�
site or company unit.

SUB-PROCESSES

7KH�VSHFL¿F�IXQFWLRQV�LQ�WKLV�VHFWLRQ�DUH�

1.1 Security Framework
1.2 Perimeter Security
1.3 Interior Security
1.4 Protecting Intellectual Property
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1.1 SECURITY FRAMEWORK

Introduction

0DQDJHPHQW�PXVW�GHVLJQDWH�D�VSHFL¿F�HPSOR\HH��RU�HPSOR\HHV��WR�EH�UHVSRQVLEOH�IRU�WKH�DGPLQLVWUDWLRQ��
maintenance, and implementation of the local security program and implement a tracking and reporting 
process for reporting and correcting issues.

Standard of Internal Control

1.1.1 Security Program Administration.�0DQDJHPHQW�PXVW�GHVLJQDWH�D�VSHFL¿F�
employee (or employees) to be responsible for the administration, maintenance and 
implementation of the local security program. 
Refer to risks: A-1, A-4

1.1.2 Physical Security Personnel. Management should ensure that security personnel 
or those providing security functions are appropriately prepared for discharging their 
responsibilities by:

a. Having a documented training program, including any specialized training that is 
appropriate for the site or company unit

b. Consistently and uniformly applying and supporting security procedures

c. Having a written agreement, consistent with these standards and approved by the 
/HJDO��5LVN�0DQDJHPHQW��DQG�:RUOGZLGH�&RUSRUDWH�6HFXULW\��WKDW�GH¿QHV�SHUIRUPDQFH�
expectations whenever contract guard services are being used

d. Conducting a pre-employment and drug screening process (e.g. interview 
RI�UHIHUHQFHV��FULPLQDO�UHFRUGV�FKHFN��DQG�FRQ¿UPDWLRQ�RI�HGXFDWLRQ�DQG�SULRU�
employment) in accordance with appropriate national and local laws 
Refer to risks: A-1, A-3, A-4, A-7

1.1.3 Security Guidelines. These standards must be used to form the basis of all security 
programs. All security guidelines and procedures must be maintained and available 
to all affected employees. All policies and procedures related to security must be 
submitted to corporate security for approval. Issues arising from this approval process 
will be referred to the director of corporate security for resolution. 
Refer to risks: A-1, A-2, A-4, A-5, A-6


